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As an organization grows, one of the most difficult and important things to get right is access control.
In short, access control defines who can access what resources within a system or organization.
Authorization mechanisms such as role-based access control (RBAC), attribute-based access control
(ABAC), and policy-based access control (PBAC) are a few common methods for access control.
When implemented properly, these mechanisms can correctly and efficiently regulate access

to sensitive information and other critical assets. As an organization, understanding the nuances

and trade-offs between these methodologies is important to creating a robust security strategy.

This article explores the concept of access control, starting with an overview of RBAC, ABAC,

and PBAC. By dissecting these methods and comparing their strengths and limitations, you’ll

gain a better understanding of how each one might align with your organization’s security needs
and operational requirements. Further, the article compares these methods across key categories,
including granularity, real-time adaptability, ease of implementation and maintenance, and more.
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Understanding RBAC, ABAC, and PBAC

Let’s begin with an overview of each methodology.

Role-based access control (RBAC)

RBAC is a popular access control model in cybersecurity since it offers an intuitive, structured
approach to managing user permissions. The following three concepts are at the core of RBAC:

- Roles: Roles form the foundation of RBAC models. A role is essentially a defined set of
permissions that are necessary to perform certain tasks or access particular resources.

- Permissions: Permissions are the individual privileges or rights that dictate what actions users
are allowed to perform and what resources they can access. Examples include read, write, create,
delete, etc. A role can contain multiple statements that “allow” or “deny” such permissions.

- Users: Users are individuals who interact with the organization’s systems. Users are assigned
to one or more roles based on their job responsibilities or requirements.

For example, a role might be created based on a specific job function, such as “frontend developer.”
The “frontend developer” role might define unique permissions that grant users access to alpha
and beta versions of UI consoles. An actual frontend developer (i.e., the user) can then assume

this “frontend developer” role to grant them access to the correct resources. Users that don’t

have the “frontend developer” role cannot access these resources.

Overall, RBAC offers a number of benefits, including ease of administration and scalability.
However, it might prove to be insufficient for organizations with more dynamic access control
requirements or where fine-grained control over permissions is necessary.

Attribute-Based Access Control (ABAC)

ABAC is an access control model that provides more flexibility and granularity in access control
decisions compared to RBAC. In ABAC models, access control decisions are made by evaluating

a set of attributes associated with the user (e.g., role, department, or job title), the resource being
accessed (e.g.,classification or sensitivity), and the current environment (e.g., time of day or location).

The other major component of ABAC models are policies, which define the rules governing access
to resources. Policies can be expressed using a policy language or a user interface. For example,
ConductorOne supports configuring policy-driven access controls, with multiple conditions you can
define to either approve or deny access. When a user attempts to access a resource, an evaluation
engine evaluates all attributes against the defined policies to determine whether access should

be granted or denied.
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For example, in a financial institution, you might have user, resource, and environmental
attributes as follows:

- User attributes: Each user in the company is assigned an attribute that defines their role
and department. For example, an analyst may have attributes such as Role=Analyst and
Department=Finance . Similarly, a manager may have attributes such as Role=Manager
and Department=Finance .

- Resource attributes: The company may have different databases that store different types
of customer data. A database containing customer financial information may have attributes
suchas Data_Sensitivity=High and Data_Type=Financial_Record .

- Environment attributes: Additional attributes suchas Time_Of_Access or
Location_Of_Access can also be considered in access control decisions.

To use these attributes in practice, you might define two very basic policies:

- Policy 1: Allow read-only access if Role=Analyst and Department=Finance .

- Policy 2: Allow read and write access if Role=Manager and Department=Finance .

ABAC offers several advantages over more traditional models like RBAC. It allows for greater adaptability,
fine-grained access control, and dynamic access control, where decisions can be made in real time
based on the current context. However, designing the right ABAC model for a large organization can

be complex and time-intensive. Maintaining attributes and policies can also be extremely tedious.

Policy-based access control (PBAC)

PBAC is an access control model that grants or denies access based on policies defined by administrators
or system architects. In PBAC models, access control decisions are made by evaluating requests against
a set of predefined policies that specify conditions under which access should be granted or denied.

For instance, continuing off the previous example with the financial institution, you might have
policies like the following:

- Policy 1: Allow read-only access to financial data during business hours for users with the
“Analyst” role.

- Policy 2: Allow read and write access to financial data for users with the “Manager” role.

- Policy 3: Allow full access (including delete) to financial data for users with the “Administrator” role.

When users submit access requests, the PBAC system evaluates the request against policies. If any
conditions in a policy are met, the appropriate permissions are granted. Otherwise, access is denied.

You may have noticed that PBAC sounds very similar to ABAC. Both models involve admins defining
policies based on user roles, attributes, and other factors. However, the primary focus of their
access control mechanisms differs. PBAC revolves around predefined policies, while ABAC centers
on attributes and contextual information.
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Overall, PBAC also offers greater flexibility over traditional RBAC at the cost of additional policy
maintenance. Policy management is paramount in PBAC and may include creating new policies,
modifying existing policies, and removing outdated policies. Effective policy management is crucial to
ensuring that access control rules align with organizational security needs and regulatory requirements.

Comparing RBAC, ABAC, and PBAC

RBAC, ABAC, and PBAC are all widely employed in organizations. So why would you choose one over
the other? Depending on your business and security needs, you might consider the following factors:

- Granularity: The degree to which fine-grained access permissions can be defined.

- Real-time parameters: The model’s ability to evaluate access requests based on current,
dynamic factors.

- Flexibility: The model’s capability to adapt to changing security requirements.

- Ease of implementation: The ease and simplicity of deploying the model within the
organization’s IT infrastructure.

- Ease of maintenance and modification: The ease and simplicity of managing and updating
access control policies over time.

- Adherence to compliance: The model’s ability to align with regulatory requirements
and industry standards.

Granularity

A security model’s granularity describes how precisely fine-grained access permissions can be defined.
Based on the above descriptions, it should be easy to see that RBAC offers relatively coarse-grained
access control compared to ABAC and PBAC. This is primarily because RBAC relies on predefined roles.
Those roles dictate what resources the user can access and what actions they can perform.

ABAC and PBAC offer finer-grained access control by considering a wider range of attributes and policies.
They enable organizations to define highly specific access control policies that address more diverse
access scenarios.

Real-time parameters

Real-time parameters involve a security model’s ability to evaluate access requests based on current,
dynamic factors. Again, RBAC lags behind the other options in this regard. RBAC is based on predefined
roles and typically doesn’t consider dynamic factors such as resource attributes or environmental
conditions.

On the other hand, both ABAC and PBAC enable context-aware access control by dynamically
considering real-time parameters. For instance, they can take into account time of day or network
status when evaluating requests. ABAC evaluates requests by focusing on the user, resource, and
environmental attributes, while PBAC defines access controls based on policy rules that can incorporate
these real-time parameters.
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Flexibility

Flexibility refers to a model’s ability to adapt to changing security requirements. For reasons
outlined in the previous two sections, RBAC generally offers limited flexibility, as access control
is based on predefined roles. In contrast, ABAC and PBAC generally offer higher flexibility that
can be customized to accommodate specific security needs.

Ease of implementation

Ease of implementation refers to the general time and effort required to implement a security
model within an organization’s IT infrastructure. Here, RBAC takes the cake. It’s generally easier
to create roles and assign them to users. There’s minimal configuration required, and organizations
can quickly deploy an RBAC model with well-defined roles and permissions.

While ABAC and PBAC come with a lot of benefits over RBAC, they’re generally a lot tougher to
implement. Both ABAC and PBAC introduce additional complexity due to the increased number
of attributes under consideration. Moreover, implementing them requires defining and managing
policies, as well as configuring policy evaluation engines. Overall, setting up ABAC and PBAC
systems requires more planning, resources, and expertise.

Ease of maintenance and modification

Ease of maintenance and modification refers to how easy it is to manage and update access control

mechanisms over time. In addition to being easier to implement, RBAC systems are also generally easier

to maintain. Changes to access control can be made by simply adjusting roles or role assignments.

In ABAC and PBAC systems, changes to access control policies can be much more complex. Instead
of just having to deal with roles, you may need to adjust attribute definitions, policy rules, and policy

evaluation engines. Overall, you’ll typically need more effort, resources, and expertise to ensure that

your policies remain aligned with organizational requirements.

Adherence to Compliance

A model’s adherence to compliance is determined by its ability to align with regulatory requirements

and industry standards. Fortunately, all three models offer capabilities to support compliance adherence;

otherwise, they wouldn’t be widely used in the industry today.
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For instance, it’s crucial for organizations to abide by laws and regulations governing the protection
of personal and sensitive data. Here are examples of how each model can achieve this:

- A healthcare organization governed by the Health Insurance Portability and Accountability Act
(HIPAA) may use RBAC to assign roles such as “Physician” or “Nurse.” Only these authorized
roles would have access to patient records that contain personal data.

- Atechnical institution subject to the European Union’s General Data Protection Regulation (GDPR)
can use ABAC to control access to sensitive customer data based on attributes such as user role,
data sensitivity level, and geographic location. Respectively, these attributes may be “Senior
Account Manager,” “Highly Sensitive,” and “Europe.”

- A government agency subject to the Federal Information Security Modernization Act (FISMA)
can use PBAC to define policies for access control to classified information. The policies
may specify conditions such as “User Clearance Level” or “Data Classification Level.”

Conclusion

Based on the discussion of role-based access control (RBAC), attribute-based access control (ABAC),
and policy-based access control (PBAC), it’s evident that each methodology has its own strengths and
weaknesses. RBAC tends to offer simplicity and easier scalability. However, its reliance on predefined
roles may not be suited for complex access control patterns. On the other hand, ABAC and PBAC offer
more fine-grained control and adaptability. This comes with increased complexity in managing
attributes and policies, especially in larger organizations.

Ultimately, the choice between RBAC, ABAC, and PBAC hinges on a careful assessment of your
organization’s security needs. Regardless of the chosen approach, it’s crucial for organizations to
ensure that their access control models align with regulatory requirements and industry standards.

After you’ve chosen the right model, implementing it is the next step. To do so, you might consider
ConductorOne—an innovative access control platform that seamlessly integrates RBAC, ABAC, and
PBAC capabilities with your applications. ConductorOne is designed to help organizations streamline
access management while ensuring that only the right folks get the right access. Rather than implement
your own model within your own IT infrastructure, meet your access control goals with ConductorOne’s
intuitive, all-in-one platform.

Want to learn more about our identity
. Get a demo
security platform for modern workforces?
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